
Klocwork Insight Static Analysis for FDA
compliance in embedded medical devices

From its  headquarters in Freiburg,  Germany,  Stockert  GmbH has been 
designing and manufacturing a range of electronic devices for use in the 
medical industry worldwide since 1985. Its area of expertise ranges from 
devices for isolating and anaesthetising individual nerves in different re-
gions  of  the  human  body  to  RF-generators  used  in  cardiology  and 
neurosurgery. The functionality of these devices is driven by the embed-
ded software developed in-house.

As Test Manager, it is Christian Ehringer’s task to ensure that the software 
Stockert  develops  can  support  the  broad  functionality  the  company’s 
products need to compete in the market, whilst also meeting the rigor-
ous standards of safety required for mission-critical medical devices. The 
company has existing products certified by the US Food and Drug Ad-
ministration Agency (FDA), and it is important for Stockert to gain the 
same  certification  for  new  products  currently  under  development.  As 
Christian explains, “We are committed to developing safe products and 
FDA approval is an important part of this. The safety of our applications 
depends very much on the quality of the software we develop, so we de-
cided to explore what static source code analysis could do to help us in 
this area.”

Having read online information about Klocwork and how it can help in 
the FDA validation process, Christian requested an evaluation and was 
put in contact with Emenda, the value-added resale and support partner 
for Klocwork in DACH. Emenda arranged a proof of concept and Kloc-
work Insight was used to analyse a selection of Stockert’s  C-language 
code,  which has been developed within  the Eclipse and Visual  Studio 
(2005) IDEs using the GCC and Microsoft compilers to target a range of 
microcontrollers running WinCE. The evaluation was a success and, after 
looking at competitor tools, the decision was made to deploy Klocwork 
Insight licences.

As Christian explains, “We were impressed with the range of defects that 
Klocwork Insight reported as well as the way issues are reported in the 
web interface. Out-of-the-box support for the majority of our set-up was 
an added bonus.” Emenda provided additional services work to integrate 
Klocwork’s  solutions  with  the  IAR  and  Cosmic  HCS  cross-compilers, 
enabling  the  use  of  Klocwork  tools  across  the  Stockert  development 
environment, and creating batch scripts to automate a Klocwork Insight

“Locating every possible weakness is  important in the medical 
sector, and Klocwork Insight has given us immense trust in our 
applications.”
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With offices in the UK, Germany, France, 
Switzerland and China,  Emenda special-
ises in the provision of software testing 
tools and consultancy services for the de-
velopment and verification of high integ-
rity  software  systems,  to  customers 
worldwide. 

Emenda is a value-added support and re-
sale partner for Klocwork with expertise 
and experience in deploying, supporting 
and providing consultancy for the Kloc-
work  range  of  static  analysis  and  de-
veloper productivity technologies. 

Klocwork

A pioneer in source code analysis, Kloc-
work® offers a portfolio of software de-
velopment productivity tools designed to 
ensure the security, reliability and main-
tainability of complex code bases. Using 
proven static  analysis  technology,  Kloc-
work’s tools identify critical security vul-
nerabilities and reliability defects, optim-
ize  peer  code  review,  and  help  de-
velopers create more maintainable code. 

Klocwork’s products are used by C, C++, 
Java and C# developers  working within 
the consumer electronics, mobile devices, 
medical  technologies,  telecommunica-
tions,  military  and  aerospace  sectors. 
Over  900  customers  around  the  globe 
have  made  Klocwork  tools  an  integral 
part of their development process.



analysis with each build for each project. Christian and his 
team of seven developers are currently using Klocwork In-
sight across 17 separate projects totalling around 300,000 
lines of code.

“We made the right decision,” explains Christian. “Klocwork 
Insight is now an integral part of our development process 
and we are pleased with the high level of integration that 
has been achieved. The tool is very flexible in that respect.” 
At the time of publication (August 2011), Stockert has re-
newed  its  annual  subscription  and  is  entering  its  second 
year using Klocwork’s tools.

Klocwork Insight has been useful in a number of different 
ways at Stockert. As Christian explains, “We have always fol-
lowed best practices in our software development, and we 
were glad that we did not find critical defects in our code. 
However, Klocwork Insight has identified defects - such as 
unreachable code and uninitialized variables - in our applic-
ations.  Without  Klocwork  Insight,  we  could  not  have  ob-
tained this insight into the quality of our code base. Locat-
ing every possible weakness is important in the medical sec-
tor, and Klocwork Insight has given us immense trust in our 
applications by providing an independent assessment of its 
quality, which is itself necessary for FDA validation.”

As well as bug detection, Christian and his team have also 
utilised other features of the Klocwork tool suite to help in 
the FDA validation process and to improve the maintainabil-
ity of their code base. “The FDA standard requires applica-
tions to have a clean, solid architecture,” explained Christian. 
“We have used Klocwork Architect to identify clustering in 
our system. This tool has been very useful to us in this re-
spect.”

Christian has  also used Klocwork Checker  Studio to write 
custom checkers to ensure source code meets the in-house 
coding standards at Stockert, and he plans to deploy Kloc-
work’s MISRA checker set in the near future. 

As Christian explains, the metrics and trending Klocwork Re-
view generates has also been useful:  “We use the lines of 
code and file churn metrics to keep track of the size and sta-
bility of our projects and how they are developing and we

also use the McCabe Cyclomatic Complexity information to 
identify areas of weakness in our code. This  information is 
useful generally, but we can also export it via the BIRT frame-
work for submission to the FDA.” 

Klocwork’s tools have also increased development efficiency 
at Stockert. As Christian explains: “Our software is increasing 
in quality all the time, and the time it takes us to review our 
code has gone down significantly.”  Using Klocwork Insight 
also has an educational aspect in the development process. 
“From reviewing  and fixing  issues  in  our  code  found with 
Klocwork Insight we have learned a lot about how to write 
better  code from scratch.  We are now much more experi-
enced in making decisions about how to write code, and the 
maintainability of our software is increasing as a result,” he 
said. This will bring time savings further down the line, and 
Christian  plans  to  fully  implement  Klocwork’s  Connected 
Desktop concept at Stockert to further this in the near future. 

In summary, Klocwork’s source code analysis solutions have 
been a success at Stockert by giving Christian and his team 
trust  in  the  quality  of  their  code  and  in  helping  them to 
demonstrate that it meets the standards of quality required 
for FDA validation.  “It  is never possible to tell  if  a bug re-
leased  into  the  field  would  cause  a  major  problem,”  said 
Christian. “However, Klocwork Insight gives us the peace of 
mind to know that we have caught issues before our software 
has been released, and this is very important, especially with 
the safety-critical environment we work in. Klocwork’s tools 
have been getting even better with each new version and the 
support we have received from Emenda and Klocwork has 
been very good. Overall,  I  would say that Klocwork Insight 
has been a good investment.  I  would recommend it  every 
time.”
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